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The evolution of the use of internet by jihadist groups

• Websites

• Forums 

From 2000

• + social 

media

• + encrypted apps 

and other

platforms

2011 - 2015 2015 - 2019
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• Morphing of the proto State 

towards an insurgency

• « Occupation » of web space• Territorial occupation

On the ground

A similar behaviour on the ground and online

• Migration towards the deep web

• Guerrila-like hit-and-run attacks
• Making content emerge on social

media
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A decrease of the production, offset by various elements

A production still ongoing

Recycling old content 

Active sympathizers

Other active jihadist groups 
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Translations : examples
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Distribution of propaganda, strategic directions 



10

Operational use of the web - support functions

Protection and 

anonymity

Fundraising

Support 

function
Examples of screengrabs

Operational 

communication 

and incitement 
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Tutorials

Live streaming
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The web as a target

Defacement / DDOS / hacking of social 

media accounts
Convergence of hacking and terrorism?

Junaid Hussein

Ardit Ferizi
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Telegram : operational security

Communiqués, videos, documents Links
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A will to reemerge on mainstream social media
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Diversification towards other types of platforms – fragmentation 

Source : JOS analysis
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The initial video of al-Baghdadi was disseminated on more than 36 platforms in 2 days

(around 200 links)
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A fight againt online terror at several levels

Private sector State and EU institutions Civil society
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What has to be

removed?

The dilemma of the fight against online terror content 

An evolution towards more monitoring

Who is deciding? Which movement?Which means?

• What is the 

definition of a 

terrorist content?

• The issue of 

designations
• The role of AI 

• Extension towards

various extremist

movements
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Conclusion

 Online extremist content will not be eradicated

This propaganda is less and less accessible

A necessary active monitoring, focusing of various extremist trends

Anticipate other MO



Thank you for 

your attention!


