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The evolution of the use of internet by jihadist groups

» Websites e + social * + encrypted apps
' and other
« Forums media
platforms
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A similar behaviour on the ground and online

« Territorial occupation * « Occupation » of web space

 Morphing of the proto State : :
towards an insurgency « Migration towards the deep web
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 Guerrila-like hit-and-run attacks ’ rl\r/lmzlc(llir;g content emerge on social




A decrease of the production, offset by various elements

B A production still ongoing

B Recycling old content

B Active sympathizers

B Other active jihadist groups
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Targeted Location:

Colombe City

Abu Hamza targeted Anthony’s Church

Abu "Ubayda targeted the Shangri-La Hotel
Sri Lanka

Abu Mukhtar targeted the Kingsbury Hotel

Abu Abdullah clashed with police in Dematagoda
Negombo City

L]
L]
® Abul-Bara' targeted the Cinnamon Hotel
L]
L]

® Abu Khalil targeted the Sebastian Church ( mbo
Batticaloa City

® Abu Muhammad targeted the Zion Church

Also, explosive devices
detonated in different places

t% Sunday. 16 Sha'ban 1440

Over 7 locations i

Qi several areas in !
Lanka

i Churches and

frequented by

nationals of
Crusader allia
countries

Several attacks by a s

unit from the Khilafah
soldiers in Sri Lanka on
churches and hotels. where

them executed with their explosive bel
and one of them clashed with police forces, |
a number of them before he too was killed

Most
Important :
Results Killed & Injured 30

Every time the Crusaders think they have imposed their influence
and stolen the abode of Islam, the conquerors appear in another
region in a war brought on by the sons of the Khilafah and their
leaders, after Allah’s grace, to rival the enemy, frustrate him in
every part of the world, and drain his energy and capabilities. This
tireless work is what is required of every son of the Khilafah
u An-Naba Infographic
Sha'ban 1440
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Including over30 ¢
killed among
citizens of
Crusader alliance
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B\ % Dimanche, 16 Sha'ban 1440

placements (
La Ville de Colombo 7 Plus de
emplacements dans
plusieurs zones au Sri

Lanka

® Abu Hamza a ciblé UEglise Anthony
® Abu ‘Ubayda a ciblé le Shangri-La Hotel
@ Abu al-Bara’ a ciblé le Cinnamon Hotel Sri Lanka
L]

Abu Mukhtar a ciblé le Kingsbury Hotel Des églises et des

hétels fréquentés
par des
ressortissants de
pays de lalliance
Croisée

@ Abu Abdullah affronte La police 8 Dematagoda
La Ville de Negombo
@ Abu Khalil a ciblé UEglise Saint-Sébastien ( m
La Ville de Batticaloa
® Abu Muhammad a ciblé 'Eglise Zion
Différentes attaques d'une

Aussi, des engins explosifs ont unité de sécurité des soldats
€16 détonés dans différents lieux du Califat au Sri Lanka sur
des églises et des hétels, ot 6
d’entre eux les ont exécutées avec leur
ceinture explosive, et l'un d'eux s’est affronté avec
les forces de police, en tuant un nombre d'entre eux
avant d'étre aussi tué
2 ]
Les Plus Parmi eux, plus &
|mp0rfant5 7 de 30 tués parmi g .
< = = les citoyens de
Résultats tyés et blessés ) e i e X

Croisée

Chaque fois que les Croisés pensent avoir imposé leur influence et
volé la Demeure de l'lslam. les conquérants apparaissent dans une
autre région lors d'une guerre déclenchée par les fils du Califat et
leurs dirigeants, par la grace d'Allah, pour rivaliser avec l'ennemi, le
frustrer dans chaque partie du monde, et drainer son énergie et ses
capacités. Ce travail inlassable est ce qui est demandé 3 chaque fils
du Califat
u Infographie An-Naba
Sha'ban 1440
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Distribution of propaganda, strategic directions

IN THE HOSPITALITY OF AMIR AL-MUMININ

THE CALIPH
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Operational use of the web - support functions

Examples of screengrabs
function

Protection du Munasir_Sécurité Informatique

105 member
VIEW CHANNEL

Protection and
anonymity

& Munasir, vaici une amana pour tol afin qu'ALLAH le Trés Haut te
facilite ce travail béni

Defensive
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Operational
communication -\ Live streaming
and incitement ‘




The web as a target

Defacement / DDOS / hacking of social

: i iam?
media accounts Convergence of hacking and terrorism~

Hacked By Team System Dz

I am Muslim & I love jihad
I love isis <3

Junaid Hussein

Ardit Ferizi
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Telegram : operational security

Communiques, videos, documents

2NMAI 20

Jaknori de la ville de Jalalabad, a Nangarhar.

CENTRE MEDIATIQUE
AN-NOR

. @

Infos An-Nur 2

B ————_ S—
Le Calife
Ibrahim Ibn Awad Al-Badri al-Husayni al-Qurachi Al-Baghdadi

qu'Allah le preserve

#KhilafahFR
#An_Nur

vev

La fondation #Al_Furgan présente la video (traduite en Frangais)
intitulée: (En I'nospitalité de L'Emir des croyants)

Le Calife Ibrahim al-Husaynf al-Qurachf (qu'Allah le préserve).
®17

Source Agence A'maq : Deux policiers afghans ont été
tués hier par le déclenchement d'un EEl dans la région de

Links
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#New
#as_Sahab_Media
#AQ
Presents
| | Eulogy for the Lion of Islam and the world the mujahid Sheikh
Jalaluddin Haggani | |

By Sheikh Ayman az-Zawahiri, may Allah protect him

1080 (812.5 MB)

https://drive.google.com/file/d/11xWt3tHy8n5aVWuzyKFwFYCqOK
DC2Lfb/view?usp=sharing

https://photos.app.goo.gl/M1Z8z1NPAGS5ccj45A

https://drive.google.com/file/d/11xWt3tHy8n5aVWuzyKFwFYCqOK
DC2Lfb/view?usp=sharing

https://www.dropbox.com/s/9i1gosphfrrx0c1/Hagqgani_1080.mp4?
dl=n

https://drive.google.com/file/d/11xWt3tHy8n5aVWuzyKFwFYCqOK
DC2Lfb/view?usp=sharing

https://www.dropbox.com/s/9i1gosphfrrx0c1/Hagqani_1080.mp4?
di=0
https://www.amazon.com/clouddrive/share/380GLOVi2BiUDbFNm
eWPviHxosWaSbke]dobACxoNhT
https://nofile.io/fitgxuTvzw]NW/Haqgqani_1080.mp4
https://drive.google.com/file/d/1a6yGdf1nMdFrE1JK8-
AdY4lXawFefvqd/view?usp=sharing

https://files.fm/f/d994xjh2

https://mega.nz/#!ETxRGIAK!
9CadYBgHOVWRVh8AHAXN2BbyZBT4Q6t70_69N3sue3M

https://www.4shared.com/s/fdAeHgbUGfi
https://mega.nz/#!JOhAkAzD!
50sHON6GZbnedfQQGArxdTz_UBV6dKSgfddFac-9abY
https://files.fm/f/zdxej3t9
https://nofile.io/f/K048UJZe265/haqqani1080.mp4
https://nofile.io/f/Q4qckvOe9P0/haqgani1080.mp4
https://files.fm/f/6h5dqgagv
https://1fichier.com/?vyOwvt6wrOwy3xafdjzp
https://files.fm/f/hpydhwb2
https://1fichier.com/?piwuSbvibf3s9zcipl7v

https://uptobox.com/jodc78k547bx

https://uptobox.com/ifrbwshf3xhg
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A will to reemerge on mainstream social media

TELECHARGEZ UPLOADEZ  PARTAGEZ

@) @ &

PARTICIPEZ A LA GUERRE MEDIATIQUE
AVEC DES ACTES SIMPLES & RAPIDES o

#KhilafahFR

You %
¥l

&
¢ Y e

GOMAll Jlail Ly @Silate lim @
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Source : JOS analysis
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The initial video of al-Baghdadi was disseminated on more than 36 platforms in 2 days

(around 200 links)

Diversification towards other types of platforms — fragmentation
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A fight againt online terror at several levels

State and EU institutions Civil society

internet-signalement.

GIFCT

Global Internet Forum
to Counter Terrorism

tech © O
against ©, © O
terrorism o«

17



The dilemma of the fight against online terror content

An evolution towards more monitoring

What has to be

Who is deciding? Which means? Which movement?
removed?
e What is the . The issue of  Extension towards
definition of a « The role of Al various extremist

designations

terrorist content? movements
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Conclusion

B Online extremist content will not be eradicated

B This propagandais less and less accessible

B A necessary active monitoring, focusing of various extremist trends

B Anticipate other MO
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Thank you for
your attention!



